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Abstract—Satellites are being used to capture real-time images, LAN to form a mobile network [1]. Therefore, the continuous
video for various purposes, such as, observing the Earth, vaéher  movement of the spacecrafts relative to Earth (such as, LEO
data, live images for tornado, cyclones, tsunami, etc. In fure, satellites) requires the IP-mobility protocols to manage t

these data can be accessed by terrestrial users through the . .
Internet. Mobility protocols aim at providing uninterrupt ed real- handoff of connections between ground stations on Earth.

time data communication facilities through seamless Intamet Internet Engineering Task Force (IETF) proposed Mobile
connectivity to hosts or networks in motion, such as in bus,rain, IPv6 [2], Hierarchical MIPv6 [3] to support host-mobility,
aircraft, and satellites. Mobile IP is an example of such a mbility  NEMO Basic support protocol [1] to support network mobility
protocol which uses Home Agent for mobility management, and allowing a TCP connection to remain alive while mobile

requires signaling among the mobility agents, mobile node rad . s
the correspondent node for its operation. Originally, Mobie nodes are on the move. NASA has been investigating the

IP had no route optimization between end hosts; all traffic US€ of Internet protocols for space communications [4]-[6]
passes the mobility agents. However, recent mobility protmls, and handover management [7], [8] for quite some time. A
such as, MOb”Q IPv6 _incorporated Route Optimization betwen number of projects inc|uding Operating Missions as Nodes on
end hosts, by informing correspondent node and home agent yna |nternet (OMNI) [9], Global Precipitation Measurement

about mobile node’s current location through binding updates. S s .
However, these binding updates are vulnerable to various &acks (GPM) [10], Communication and Navigation Demonstration

as unauthorized agent might send fabricated binding updateto  On Shuttle (CANDOS) mission [11] studied the possible use
fool mobile node, correspondent node or home agent. In shart of Internet technologies and protocols to support all atspec

the requirement of seamless connectivity in mobile enviroment  of data communication with spacecrafts [12]-[15].

and use of optimized route between end hosts have introduced Originally, Mobile IP had no route optimization between

several security vulnerabilities to mobility protocols. In this . .
paper, we explain such security threats on various compones the mobile host and the correspondent node. All traffic phsse

of the space networks. Some of the major threats are traffic through the home agent and the foreign agent. However,
redirection attack, man-in-the-middle attack, bombing atack, recent mobility protocols, (such as, SIGMA [16], Mobile

denial-of-service attack, DNS poisoning, replay attack,te. These |pPy6 [2]) have incorporated route optimization between the
attacks can affect the privacy and the integrity of the dataWe  ,qhije host and the correspondent node, by informing the
also discuss possible protection mechanisms to protect medrk . .
components from these security threats. currept .Iocatlon of the mobile _host through updates (known
as binding updates), thereby improving the performance of
l. INTRODUCTION the mobility protocol. However, these binding updates are
Satellite communication has its vital application in televulnerable to various attacks since malicious agent mightls
phony, weather forecasting, satellite television, inHiitnter- fabricated binding updates to fool mobile host, home agent o
net, navigation (GPS) and military communications. Siell the correspondent node. In short, the requirement of sesamle
Internet can serve as an alternate means to connect aidnsorkennectivity in mobile environment and use of optimized
and troops to coordinate rescue and recovery missions & casute between the mobile host and the correspondent node
of catastrophic events, such as, massive earth quakeagdtmsn have introduced several security vulnerabilities to mnitbil
Spacecrafts with sensing elements, such as, microwavesimagrotocols.
Earth radiation sensor, lightning imaging sensor, etc.uaes There have been earlier attempts to identify potentiakisre
for observing the Earth, surveillance, and monitoring.aDate  arising from mobility protocols to the public Internet. Kpfret
periodically downloaded from the spacecrafts using dedita al. [17] outlines the security threats to Mobile IPv6 andlexp
links with ground stations. how the security features of Mobile IPv6 protocol can mitiga
Modern communications satellites use a variety of orbiteem. Hu et al. [18] discusses and outlines the securityatere
including Geostationary Orbits (GEO), Medium Earth orbifor network mobility architecture and propose a public Key
(MEO) and Low Earth Orbits (MEO). A constellation ofInfrastructure (PKI) and secret key based protection aggro
spacecrafts (such as Iridium, Globalstar, Disaster Moimigp for it. Elgoarany et al. [19] present a survey on the Mobile
Constellation (DMC), GPS, etc.) form space networks whetBv6 security through the classification of threats and iptess
the spacecrafts can communicate among themselves usingnarios. Kota [20] discuss briefly the technical chakefgr
inter-satellite links, and also switch data between otpecs- broadband sattelite networks and identifies possible isolsit
crafts and ground stations. Spacecrafts may have IP-ahalfter mobility management, satellite IP security issues tlize
devices or a collection of devices connecting to an onboandterogeneous networks. Yantao et al. [21] addresses¢the se



rity issue for satellite communication through an autteatéd receiving data, are examples of host-mobility in space net-
key-exchange protocol that uses identity-based cryppiyra works. In-flight Internet connectivity in commercial aiafts
Chowdhury et al. [22] discuss various security attacks that an example of network-mobility where a high capacity
are possible in hybrid satellite networks, and discuss theobile router may communicate with satellite transponders
issues for securing communication in satellite networksoBi and ground station while providing Wi-Fi in the aircraft.

et al. [23] construct a three-layer hierarchical satebigstem i _

and propose a protocol to protect the satellite network frofhy Satellite as a Mobile Host / Network

eavesdropping, sophistication, masquerade and repmuliati Satellites can act as communication endpoints with onboard
They have applied asymmetric and symmetric cryptograpt®-enable device which exchange data with ground stations
to provide security and efficiency. However, there is lack afn earth. As shown in Fig. 1, the satellite can be considered
research work that outlines all possible security vulniditads as an Mobile Host (MH). The satellite’s footprint is moving
caused by IP-mobility protocols in space networks. from ground station A to B, while the satellite is bound with

In this paper, we explain with illustrative examples than IP address from ground station A. During movement, the
major security threats for the space network with the pdssitsatellite should maintain continuous connectivity witlognd
introduction of the IP-mobility protocols. Some of the n1ajostations on earth. Thus, the IP address of the satellitechias t
threats are traffic redirection attack, man-in-the-middtack, changed when it is handed over to ground station B. Whenever
bombing attack, denial-of-service attack, home agentgmeis the Satellite acquires new care-of-address from grourbsta
ing, resource exhaustion on the low-power IP-enabled devid, it informs its Home Agent (HA) about the new care-of-
in spacecrafts. These are serious threats for the integmity address. So whenever any Correspondent Node (CN) wants to
confidentiality of data packets, leading to session hijaglkind communicate with the satellite, it sends query messageeto th
resource exhaustion as well as degrading performance of Hw to find out the current location of the satellite. The HA
satellite communication network. Moreover, the attackaym replies the query message with the current Care-of-Address
send modified control and command messages to the satelli@A) of the Satellite. The CN then can send setup and data
thereby altering the operation sequence of the satellités T packets to the Satellite for communication.
may lead to dangerous impact on the whole satellite commu-
nication systems.

Several defense mechanisms have been proposed to prott
against the security vulnerabilities of IP-mobility protds,
such as return routability protocol, IP security protoc&KI
and secret key-based approaches.

Our objective of this paper is to identify possible security
vulnerabilities in the space networks that arise due to the
introduction of mobility management protocols, and cailig
analyze the existing defense mechanisms to these threats.

The rest of the paper is organized as follows. In Section II,*.
we explain the use of mobility management protocols in spachr\ouuQ‘
networks. In Section Ill, we illustrate possible securhyetats =\ TT--———em—
relating to IP-mobility protocol in space networks. In Seuot |
IV, existing protection mechanisms are analyzed critjcall ; p outerB,'
Finally, we conclude in Section V.

Il. IP-MOBILITY IN SPACE NETWORKS

Mobility management protocol aims at providing essential
technology to allow mobile users change their point of &ttac
ment without affecting an ongoing communication. Mobility

~ ~2_Query for satellite’s

management thus require signaling messages to be exchang HA™ ~ _ currenflocatton~ — ,VC'N
among various mobility agents to keep track of mobile nodes TR e
current locations. 3. Reply to the Query

Space networks include satellite communication networks
and are composed of satellite constellations, in-flight ieob
networks (inside aeroplanes, helicopters) can take adgaruf
IP-mobility protocols to maintain Internet connectivity mext Multiple onboard IP-enabled devices on the Satellites can
generation network which is supposed to be all-IP netwdtk. Iform mobile network and a mobile router (with high trans-
mobility protocols can manage host-mobility (for stangedo mission capacity) can manage the mobility of all the hosts
host) and network-mobility (e.g., onboard LAN) in spacén an aggregated way where Mobile Router (MR) act as
networks. Satellites with IP-enabled device, transngttor gateways for the nodes inside the mobile network and ensures

Fig. 1. Satellite as a Mobile Host.



their Internet connectivity when the MR changes its point of
attachment while moving from a home network to a foreign
network. As hsown in Fig. 2, a mobile network can be formed
with the on-board IP-enabled devices, laptops of an aenepla
and in-flight Internet connectivity can be provided. Here MR
communicates with HA via the satellite link and data is
transmitted to the CN through the ground stations as show

in the figure. 1/ ,/ N\
‘\ g
-
b Mobil¢ Host i
Ground $tationA-—~~ ~~--_Ground Station B
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Fig. 3. User handover between Satellites where satellit@®couters.

management scheme, called Seamless IP-diversity based Gen
eralized Mobility Architecture (SIGMA) [16]. SIGMA can be
used for both space and terrestrial networks, thereby adtpw
easy integration between the two types of networks. SIGMA is
an end to end handover management scheme and hence does
not require any change in the Internet infrastructure. Moeg,

it ensures uninterrupted connectivity using make-befoesak

N strategy through its IP-diversity feature.
Cost and performance analysis of SIGMA have been done
Fig. 2. In-flight Internet connectivity through satellites for SIGMA in [24], and survivability evaluation of SIGMA

has been performed in [25]. However, we have not performed
security analysis for SIGMA.
B. Satellite as a Router

As shown in Fig. 3, satellites do not have any onboard S N
equipment to produce or receive data; rather they merdfy Route Optimization in mobility protocols
act as routers in the Internet. Each satellite can be assigne _ . . . .
an IP address prefixes, and they can provide IP-connecti ]jt |Or|g|nally, n Mop|ledIP, al dr?ta pr?ckr(]ets from tr;]e CN
to Mobile hosts in other spacecrafts (such as, laptops ‘.#OWS an un-optimize routg (t roug tt © HA) to the MH
aeroplane, helicopters, etc.) or in remote location onhearg"_e" CN > HA - _MH) which is sometl_mes referred as
Hosts are handed over between satellites as they come ur{(ygpgular routing. This leads to longer routing path asws|

the footprint of a new satellite. egraded .performance. ) )
To alleviate the performance penalty, Mobile IPv6 includes

C. SIGMA a mode of operation that allows the MH and the CN, to
Mobile IP protocol provides simple solution for IP-mohjlit exchange packets directly, bypassing the HA completebr aft
support by forwarding packets through Home Agent (HA}he initial setup phase. This mode of operation is called
However, base Mobile IP has several limitations: ineffitiemoute optimization (RO). Figure 5 shows the MIPv6 route
routing, high packet loss, handover latency, changes erriet optimization where MH sends Binding Update (BU) to the
infrastructure, and low throughput. CN informing the newly acquired CoA along with its home
To develop an alternative to Mobile IP, researchers at thedress. The CN, an IPv6 node, caches the binding of the
University of Oklahoma and NASA Glenn Research CentdH's home address with the CoA, and send any packets

have developed a transport layer based end to end handalestined for the MH directly to it at this CoA.
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Fig. 5. Route Optimization in mobility management protocol ®
Fig. 6. Traffic redirection attack. (a) The attacker sendsitated BU to

the CN to modify the binding cache for the MH (Satellite) tarsofictitious
IP address (b) Traffic is redirected away from the MH (Sa#)llio other

1. THREATS FORSPACE NETWORKS location.
Mobility protocols should protect itself against misuséds o

the mobility related features that enables continuousrhete
connectivity for end hosts. The unauthenticated bindindatg in-the-middle attacks, compromising the secrecy and fitieg
can create serious security vulnerabilities. If the bigdip- of data packets. These vulnerabilities are due to the fatt th

dates are not authenticated, then the attacker can useesboafobility is transparent to upper layer protocols and alse tu
BU, thereby misinforming CN about the MH’s current locathe effort of making things simpler for the low-power mobile
tion. This may lead to traffic redirect attack as well as mamlevices. We explain these security threats for IP-mobility
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protocols with illustrative scenarios.

A. Traffic redirection attack

The attacker may send a fake binding update message tt
the CN claiming that a node (victim) has changed its care-of
address due to its movement to a new location. Consequently
the CN will start sending packets to the new CoA and the
victim node will not get any traffic.

Fig. 6(a) shows how the traffic redirection attack hijacks
an ongoing session between a Satellite (MH) and a CN on
earth. The attacker sends fabricated BU to the CN to modify
the binding cache (for the MH) in CN to some fictitious IP
address and CN accepts the BU. As the result, the ongoinc
session of CN with the MH (Satellite) has been redirected
towards some other location as shown in Fig. 6(b) and the
Satellite device loses all subsequent traffic of the session

In most cases, data encryption and use of IP Security

f//\/ _ 1. Traffic redirected
/ # to the Attacker

(IPSec) protocol cannot prevent such attack on data inyegri o L _
and confidentiality, as route optimization signaling ansg- » E
parent to IPSec, thereby redirecting the traffic even thdbgh -

attacker cannot read the encrypted data. 4 Attacker modifies the _
B. Man-in-the-middle attack packet CN

The attacker_ mlght send spoofed binding update _mess e.7. Man-in-the-middle attack: traffic is redirected te tAttacker who
to the CN telling it to update the cache entry to itS OWRarns the confidential information of the packet and may ifgdtie packet
(attacker’s) IP address. Consequently, the CN will startlsegy  before forwarding to the MH (Satellite) without the knowdedof the involved
the packets to the attacker instead of the Satellite. Thelat Parties:
may learn the confidential information of the message, may
modify the packet before forwarding it to the Satellite. $hu

the attacker might act asraan-in-the-middleyetting the all- Fig. 8 shows the bombing attack on a satellite (device)

important private data destined to the victim satellitev(Ge) \hich overwhelms the node with unsolicited huge amount
without the knowledge of the concerned parties. Moreover, tof data packets, thereby degrading its performance. In Fig.

attacker can send mOd'f'e‘?' control and cc_)mmand messageé(%, the attacker establishes a connection with a strepmin
the satellite, thereby altering the operation sequencenef Lerver and after some time, it sends a spoofed BU to the

sate::!te. This may Igad to dangerous impact on the Whoé%rver claiming that its IP address has been changed due to it
satellite communication systems. movement. As a result, the traffic from the streaming server

Fig. 7 shows the man-in-the-middle attack that is launchgd s jyeen redirected to the victim node (see Fig. 8(b)),tirgul
between the communication involving the CN and the Saellit | 11« pandwidth wastage

As the CN has updated its binding cache due to the maliciousIn such attacks. the victim node will not accent those un-
BU, it will start sending traffic towards the attacker ratttean _ o Pt
olicited (streaming data) packets and therefore, willssotd

the MH (Satellite) as shown in Fig. 7. The attacker is able ?l . .
. ' : . the acknowledgement, thereby stopping the communication.
learn and modify the confidential contents before f0l’W6ngr‘|_|
: - owever, the attacker can spoof acknowledgement packets
it to the victim node. ; L
(towards the server) as it knows the initial sequence number
C. Bombing attack thereby making a continuous flow of data streams sent to the
In this type of attack, huge amount of unsolicited data affiictim. One possible solution of this could be to use the TCP
are flooded towards the victim node (Satellite), resulting iRESET signal by the victim node to immediately stop such
the bandwidth wastage as well as performance degradatighwanted flow of data stream. This may not be possible since
The attacker may exploit real-time streaming servers fi tithe victim node will always drop the packets immediately
kind of attack. First, the attacker establishes a connestith ~ Without even processing the appropriate header to know the
streaming server, and starts to download a stream of datir. AgRctual destination for which the packets are intended for.
getting the sequence number, the attacker might claim that i The bombing attack can be very serious since it can target
has moved to a new location. The attacker might use the dRy Internet node with enormous amount of unwanted data
address of the victim (Satellite) in the binding update. As and the target node cannot do anything to stop the data stream
result, subsequent packets from the server will be diretedthereby losing its bandwidth without any clue to such atsack
the victim node that has not even requested any data from fft@s attack may become severer and harmful to the Internet
server. if it is used in combination with distributed denial-of-se&re
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signaling to the victim. Fig. 9 shows the reflection attacleveh

the attacker sends a false initial message to the CN, thereby
/ inducing CN to send two messages to the MH (Satellite). As a
,Is. Unnecessary result, the Satellite receives every packet sent by thelata
ﬁ | Streaming data twice due to the reflection. Thus, the attacker is able to dynpl
| a packet flooding attack against a target node by a factor of

two. Moreover, the identity of the attacker of such reflectio
attacks remains undetected as both the messages arriving at
the target have the CN'’s address as the source address.

E. Home Agent poisoning

Home Agent keeps the mapping of Home address to Care-
of-Address of the MH. Therefore, in every subnet crossing
location updates are sent to HA to update the database entry
accordingly. The entry can be corrupted if spoofed BU is
accepted by the HA. This will affect all subsequent communi-

St;ea"‘i“g cation with that host whose entry has been corrupted and no
e Internet node will be able to reach the victim node.
(b) Fig. 10 shows the HA poisoning. The attacker sends spoofed

Fig. 8. Bombing attack (a) The attacker establishes a cdioneavith a BU to the HA (Fig 10(a)) and the HA accepts the BU.
streaming server, later on the attacker sends a fake BWingpthe IP address Therefore, the subsequent query to the HA by any CN (for

of the MH (Satellite), (b) Unwanted / unsolicited streamitgfa packets are thea MH) will produce wrong reply as shown in Fig. 10(b).
flooded to the victim (Satellite).

F. Resource exhaustion

(DD0S) attacks. Attacker establishes connections with the IP-enabledodevi
. onboard the Satellite with thousands of fake IP addresses.
D. Reflection attack Consequently, whenever the MH (Satellite) moves to some

In some earlier design, CN could initiate route optimizationew location, it has to send to send BUs to all these imaginary
signaling whenever CN receives packet through HA, and thissts, thus huge processing power of the victim MH is wasted
may lead to reflection attack. Route optimization was itgtia while dealing with these unnecessary BUs. This attack danno
to the address that was included in the Home Address optitbe. prevented with authenticated BUs. Fig. 11 shows the
An attacker can take advantage of this and can send traffic wiesource exhaustion attack on the satellite node. First, th
a care-of-address of the victim and the victim’s addressién tattacker establishes many connections with the satebitegu
Home Address option, thereby redirecting route optimarati imaginary IP addresses while the satellite is under theragee
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Fig. 10. HA Poisoning (a) Spoofed BU send to the HA and the Hdalps _. . )
the location information for the MH (Satellite) (b) When ti& queries for Fig. ll'. Reso_urr]cehexhausnorl; of l(\j/IHh(a) The”_attackgr e?dhr?mzlgnecessatr)y
the IP address of the MH, it receives the wrong reply from the H connections with the MH (onboard the Sateliite) using fakeatioresses (b)

’ MH sends BUs to all the fake IP addresses thus wasting itsepsing power

as well as memory.

area of Ground station A (Fig. 11(a)). Next, when the Saéelli

moves towards ground station B (Fig. 11(b)), the satelliia further denial of service attacks.
has to inform all these imaginary nodes about its change of )

location through sending binding updates, thereby wasting G- Attack on security protocols

bandwidth and processing power. The attacker may trick the MH to participate in unnecessary

These fake connection will require the victim to keep state®mplex cryptographic operations, using up the resources.
for each one of them, wasting its memory as well, resultinthis is sometimes directed to the security mechanisms on



the mobility protocols. Another kind of flooding attack can Correspondent

. . Mobile Host H Agent
target the MH or CN to induce authentic but unnecessary” o Ofe Agel Node
binding updates and this type of attack is possible regssdle Home Test Tnit
of authentication protocol. The worst thing is that thisaekt (home init cookie) -
on security protocols becomes severe for strong and exgensi '| "
protocols. _
These kinds of attack are very harmful for spacecrafts since Care-of Test Init
. . (care-of init cookie)
they have limited processing power and unnecessary strong >
cryptographic operations may lead to denial-of-servitacis. Home Test (home init cookie, home keygen token,
The satellites may not able to do legitimate operation due to home nonce index)
the execution of such expensive operations and the satellit - -
communication may be disrupted as the satellite may become
the single point of failure. Care-of Test (care-of init cookie,
care-of keygen token, Care-of nonce index)
IV. PROTECTIONMECHANISMS -

To prevent attacks on mobility protocols or mobile nodes,
there are a few protection mechanisms that we are going
to explain in this section. The defense mechanism aims at
mitigating or preventing possible attacks, should be compu
tationally less expensive so that they can be implemented in ) o
mobile nodes with low processing power. In addition, the§uch attacks, any node sending a binding update must prove
are expected to be low latency solutions so that the seam|B8sright to redirect the traffic. The solutions proposed in
handover of the ongoing sessions can be ensured. MIPv6 [2] for this kind attack is Return Routability (RR)

There are a few design issues to be considered whifst. This approach of RR is used before each binding update
selecting the defense mechanisms for mobility protocdieyT Message is sent to CN, and they are exchanged among the
are summarized as follows. MH, HA and CN. Fig. 12 shows the message exchange in

Infrastructure less approach: To protect against malicioffeturn Routability (RR) test. The HA receives the Home Test
BU leading to session hijacking, authentication of the mmint Init (HoTI) message sent by the MH and forwards it to the
messages (e.g., binding updates) is essential. However, 4. It also receives the Home Test (HoT) message sent by
of strong cryptographic (authentication) protoco]s reqﬂithe the CN and sends it back to MH. Other two messages that
existence of certification infrastructure as in IPsec or.g@ are exchanged in the RR test are Care-of Test Init (CoTl) and
there is no distinction between a fixed IPv6 node and a mobff@re-of Test (CoT) messages between MH and CN.
node, this certification infrastructure is required to autiicate ~ RR protocol limits the number of potential attackers that
all IPv6 nodes across the public network. However, thermis §an hijack an ongoing session. The use of RR protocol can
such existing infrastructure that can be used to autheatalh significantly scale down such damages. The RR protocol is
IPv6 nodes. The deployment of such global infrastructure $ateless as the CN does not store a separate state for each
neither realistic nor feasible in the current Internet. fEfiere, Mobile node. Moreover, it requires less CPU processing powe
infrastructureless approach can be suitable for autatitiip 2s it only uses relatively inexpensive encryption and oag-w
purpose. hash functions unlike other complex authentication mesthod

Low processing requirement: The processing overhead HQWGVGT, the Security vulnerabilities exists for the RRtpm»I
quired for cryptographic operations and/or authenticegipo- ©n the path between the HA and the CN. As CN can be
tocols are relatively high, especially for low-power mebilany node in the Internet, no prior relationship or security
devices. Therefore, defense mechanisms that avoid suph cigssociation exists between these nodes. Attackers whonare o
tographic operations can be very useful. this path or have access to the packets sent on this path can

Low latency solution: The main focus of the mobilitylearn the secret which is necessary for spoofing the BU.
protocol is to facilitate uninterrupted ongoing commutimas ~ Thus, RR protocol is a relatively weak routing-based au-
between the MH and the CN. If the security protocols requirédentication method and it does not protect against alliptess
significant amount of time for computation, the connectio@ttacks, rather aims at limiting the number of potentiaeitt
between the parties is bound to be broken, especially inafasérs for a particular target, and number of targets a potentia
space networks where the propagation delay is major concegftacker can threaten.

Therefore, it is desirable that the security protocols @® f g |pgec
enough to meet the main objective of the mobility managemen
protocols.

Fig. 12. Return routability test in Mobile IPv6.

tIn order to protect against attacks that are based on spoofed
binding updates, IPSec protocols, such as Authentication
A. Return Routability protocol Header (AH) protocol [26] and Encapsulating Security Pay-
One major concern for security in space network is tHead (ESP) [27] protocol can be incorporated with mobility
use of unauthenticated and forged binding updates. To ptevprotocols in space networks.



a) AH protocol: AH protocol guarantees connectionless
integrity and data origin authentication of IP packetsslone
of the IP security protocols that can ensure that the bindin
update is originated from the MH, not from malicious agen
or attacker. In this protocol, a preconfigured IPsec securit
association is established between the MH and the HA (c
MH and CN) to authenticate the binding update and th
following binding acknowledgement. Security associaioan
be established through Internet Key Exchange (IKE) [28hwit
certificate authentication. .
b) ESP protocol: The use of AH cannot ensure the

] AR
data integrity or privacy of the contents. Therefore, ESE / { ! / ’
protocol [27] can be used since ESP can provide confidentie. 4 L 4
ity, data origin authentication, connectionless intggrénti- Q

replay service and traffic flow confidentiality. ESP ensure
confidentiality of data through encryption. ESP also sufgpor
its own authentication scheme, or can be used in conjunction
with AH. The ESP header is inserted after the IP heade
and before the next layer protocol header similar to the At
protocol header.

Fig. 13 shows the use ESP header for securing data pack
between the MH and the CN. A security association i
performed between the MH and the CN to choose securit
algorithm and the related parameters (Fig. 13(a)). Aftet,th
MH sends data packets to the CN with proper encryption alor

with the ESP header as shown in Fig. 13(b), thereby ensurir i % e —h
data integrity and confidentiality. ) % :
The use of IPsec can solve authentication and integrii// X\\i ‘?Q / AR,
of binding updates but cannot solve the location verifigatio| / | |
problem. As a result, using only the IPSec protocol to secut g
binding updates between an MN and its CN may not be enou¢ MH
to secure mobility protocols. [ ki~

C. IKE based schemes (b)

IKE or IKEv2 [28], a key distribution mechanism for Inter-Fig- 13. ESP protocol: (a) Security association performetiveen MH and
. . . .. the CN (b) The datagram sent by MH is protected by ESP header.
net community, is commonly used for mutual authentication

and establishing and maintaining security associations fo

IPSec protocol suite. To ensure confidentiality, data g jgea was first introduced in a BU authentication protocol
access control, and data source authentication to IP deesgr known as CAM [31]. In this approach, the least significant
IPSec maintains state information at the two ends of the d@ja-pits of the IP address (the interface identifier) is gelc
communication. IKE helps to dynamically exchange the secigy computing a 64-bit one-way hash of the node’s public
key that is used as the input to the cryptographic algorithmggnature key.
Use of this approach can ensure the confidentiality of secref, cGA approach, the mobile host signs the binding update
key and the attacker will then be unable to learn and /gjith its private key and sends the public key along with the
alter messages (such as, command and control messaggghed data. The recipient of the binding update hashes the
Therefore, man-in-the-middle attacks can be prevented.  pyplic key and compares the hash to the address before veri-
IKE uses DiffieHellman key exchange [29] to set up &jing the signature on the location data. This prevents aayo
shared session secret, from which cryptographic keys &er than the node itself from sending location updates for
derived. IKE provides very strong security though it reesir jts address. The main advantage of this approach is that it

very complex and power-consuming operations which may Beovides public-key authentication of the IP address witho
a major concern for IP-enabled devices in space networks.any trusted third parties or PKI.

D. Use of Cryptographically Generated Address E. Stateless approach

The wuse of Cryptographically Generated Address The mobile host (such as, Satellite) may not save any state
(CGA) [30] can reduce the chance of attack on a victifor receiving and replying to BU messages. This stateless
node (such as, IP-enabled device onboard the satellitéy. Thpproach can prevent the CN from Denial of Service attacks



by malicious agents causing resource (CPU and memoag stateless agents. Therefore, they do not have to ke&mfrac
exhaustion. To make CN stateless, the BU will have tie current states of the half-open requests, therebygiitage
contain enough information so that accounting can be dotie resources. However, higher processing may be required f
for legitimate BUs. legitimate connection requests.

F. Certificate based approach V. CONCLUSION

Another way of authenticating BU is the certificate based In this paper, we have discussed the IP-security issues
approach and it relies on digital signature to authenticatelating to space networks. We have explained possible-secu
binding updates or the source of the binding update. The#y vulnerabilities that may lead to wastage of all-imzort
approach requires the existence of certification of ceatiim bandwidth and processing power of the expensive IP-enabled
authority or PKI. The CPU and memory requirement for thigevices onboard the Satellite / aircrafts. We have also/aedl

type approach is usually high. the existing and possible defense mechanisms that canrpreve
) ) or mitigate these security vulnerabilities along with thgios
G. Discussion and cons. Based on the analysis, several recommendatien hav

Table | lists the major security threats and corresponditigen outlined to improve the existing mechanisms.
defense mechanisms for IP-mobility in space networks along
with their merits and demerits. Among the defense mecha-
nisms of the mobility protocols, the RR protocol is intended?] V. Devarapallii, R. Wakikawa, A. Petrescu, and P. Thub&REtwork

. MObility (NEMO) basic support protocol,” RFC 3963, Jan 2005
to authenticate the BU between the MH and the CN. Th?z] D. Johnson, C. E. Perkins, and J. Arkko, “Mobility Suppor 1PV6.”

IPSec protocols (AH and ESP) can be used for securing the IETF RFC 3775, June 2004.

tunnel between the MH and the HA as they have prior trué@] H. Soliman, C. Castelluccia, K. E. Malki, and L. Belli¢tlierarchical

relationship. The CGA-based scheme can reduce the chance gﬁooobél_e IPv6 mobilty management (HMIPV6)” IETF RFC 5380ct0

of attack on a victim node in space networks. There is alwayg] M. Atiquzzaman and W. Ivancic, “SIGMA for Space Sensor BVe
a need for limiting the lifetime of binding entry to restritte Networks,” in ESTO AIST Sensor Web Technology Megtiddando,

. . 2 ; FL, April 2-3 2008.
potential attack by unauthenticated binding updates. llyina [5] K. Bhasin and J. L. Hayden, “Space internet architectuaad tech-

the mobile nodes or the CN should not store states until nologies for NASA enterprisesJournal of Satellite Communications
authentication to avoid CPU and memory exhaustion by DoS_ vol- 20, no. 5, Sept 2002.
ttacks [6] W. Ivancic, P. Paulsen, D. Stewart, D. Shell, and L. W. let"&ecure,
a : o network-centric operations of a spacebased asset - argatrieéport,”
Attack on binding updates between MH and CN can be in Earth-Sun System Technology Conferer@ellege Park, MD, June
prevented by the return routability protocol. This ensutheg 2005.

. . 7] J. Noles, K. Scott, M. Zukoski, and H. Weiss, “Next geriiena space
the MH sendlng the BU has the ”ght to use the CoA. Howevek internet: Prototype implementation,” MASA Earth Science Technology

vulnerabilities are possible if the attacker is on the path cConferencePasadena, CA, June 2002.
between HA and CN. Attack on binding updates between MHB] W. Ivancic, D. Stewart, T. Bell, P. Paulsen, and D. SHelse of Mobile-

IP priority home agents for aeronautics, space operatiodsnailitary
a”q HA can be prote_cted by_ the use _Of IPSec_ ESP F_JrOtOCOI' applications,” iNEEE Aerospace ConferendBig Sky, MT, March 2004.
This can protect against traffic analysis and privacy viofat [9] “Omni:  Operating missions as nodes on the internet,
in space networks. http://ipinspace.gsfc.nasa.gov.

. . . 0] J. Rash, E. Criscuolo, K. Hogie, and R. Praise, “Mdp:i&téé file trans-
Traffic redirection attack can be prevented by IPSec AH fer for space missions,” iINASA Earth Science Technology Conference

protocol where the BUs are authenticated using this prétoco Pasadena, CA, 2002.
though privacy and confidentiality are not ensured. Thigtyp [11] D. israel, R. Parise, K. Hogie, and E. Criscuolo, “Dersiation of

. " . - internet technologies for space communication, Tine Second Space
attacks in space networks can be mitigated if the victim node |¢net workshopGreenbelt, MD, 2002.

dynamically changes its IP address (such as, in CGA bageg] G. Minden, J. Evans, S. Baliga, S. Rallapalli, and L.r§e¢®Routing in
approach). Nodes with fixed IP addresses are more vulnerable space based internets,” MASA Earth Science Technology Conference
Pasadena, CA, June 2002.
to such attack. [13] J. B. Steele, “Internet Protocol (IP) in Space,” Unsigr of
Man-in-the-middle attack can be very harmful, specially =~ Maryland University College, Tech. Rep., November 28, 2004

in space networks and can be prevented by IKE or PK]|- http:/home.comcast.negjs718/Career/".

P 14] D. Israel, “Space network IP services (SNIS): an aegtitre for sup-
based schemes throth strong mutual authentication. HIIWG{/ porting low Earth orbiting IP satellite missions,” IEEE International

these approaches require use of complex and expensive (CPU Conference on Networking, Sensing and Configcataway, NJ,, March

intensive) cryptographic operations in order to estaldisired 19-22 2005. _

k between the parties involved [15] W. lvancic, D. Stewart, T. Bell, P. Paulsen, and D. Sh&ecuring
eys W ) p X ' mobile networks in an operational setting,” lIBEE Annual Workshop

The binding entry in the HA can be prevented by authen- on Computer Communication®iscataway, NJ,, Oct 20-21, 2003.

ticating and protecting data between the MH and the HIAS] S. Fu and M. Atiquzzaman, “SIGMA: A Transport Layer Hamdr

. Protocol for Mobile Terrestrial and Space Networks;Business and
through the use of IPSec protocol suites, such as AH or ESP gecommunication Networks, Springep. 41-52, 2006.

protocol. This also provides strong protection mechanism [@7] J. Kempf, J. Arkko, and P. Nikander, “Mobile IPv6 setyti Wireless
the expense of CPU power. Personal Communicatiopwol. 29, pp. 398-414, 2004.

18] D. Hu, D. Zhou, and P. Li, “PKI and secret key based molilsecurity,”
To prevent the DoS attacks that can cause CPU and membry in International Conference on Communications, Circuits &ydtems

exhaustion, the IP enabled devices in space networks can act Guilin, China, June 2006, pp. 1605-1609.
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TABLE |

SECURITY THREATS AND CORRESPONDING DEFENSE MECHANISMS FOR-MOBILITY IN SPACE NETWORKS.

Security Threats

Protection Mechanisms

Advantage

Limitations

Attack on BU (MH-HA)

IPSec ESP

Protects against certain types of tra
analysis and provides privacy

cDoes not protect against misbehaving M
that may use spoofed CoA in BU to laund
DoS attacks

> T

Attack on BU (MH-CN)

Return routability

Makes sure that the MH sending tH
BU has the right to use the CoA

eVulnerabilities possible if the attacker is on
the path between HA and CN

Traffic redirection

AH protocol, CGA, frequently
changing addresses

The BUs are authenticated using tH
IPSec protocol

isPrivacy and confidentiality are not ensured
by AH protocol

Man-in-the-middle

PKI and secret key based af

- Difficult to break

Cryptographic operations needed to shated

proach key
HA poisoning AH or ESP strong authentication Computationally expensive
Spoofing BU CGA Works with a CA or any PKI Higher processing cost and can suffer frgm

resource exhaustion attacks

Resource exhaustion

Keeping MH or CN stateless | Can avoid DoS attacks

May introduce delay for valid requests
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